d YcranoBka ceprudukara ¢ oTkpbIThiM KiatouoMm ['VII «PPULy nns mmdpoBanus

AJIEKTPOHHBIX JOKYMEHTOB, MPEAHAa3HAYEHHBIX I nepecbuikd B ['YII «PPUL» mo
OTKPBITBIM KaHajlaM CBSI3H.

Bapuanm 1

1. 3arpysute 1o cChUIKE apXUB ¢ HEOOXOJUMBIM HAOOPOM cepTU(UKATOB [Tt yCTaHOBKH. JlaHHBIN apXHB
COZIEPKUT KOpHEBOM cepTudukar uenrpa cepruduxanuu I'VII «PPUL (Rric Root CA.cer),
POMEXyTOUHBIN cepTrduKaT neHtpa cepruduxanuu I'VII «PPUL» (Rric Secured CA.cer),
ceptudukar ¢ oTkpbrIThIM KiIr04oM ['YP «PPULl» (RricManager.cer), yTuinTa yCTaHOBKU CEPTH(PHUKATOB
«RRIC_SertInstall.exe» n ckpunt yctaHoBKH cepTudUKaTOB «cert install.baty.

2. PacnaxyiiTe apxuB B 10001 HECUCTEMHBII KaTajor Ha IUCK JIOKAJIbHOTO KOMIIbIOTEPA.

3. 3Barpysute no ccouike nporpammy «PPULL — Menemxep cepruduxatoy.

4. HWcnonw3ys nporpammy «PPUL] — Menemkep cepTudukaToB», yCTAaHOBUTE CEPTUDUKAT C OTKPHITHIM
kimouom ['VP «PPULL» (RricManager.cer) B karasor «JIMdHbBIe» Tak, KaKk 3TO OIMCAHO B pa3jelie
«/lnanoroBoe OKHO UMIIOPTa cepTU(PHUKATAY» CIIPABKU MPOTPAMMBI.

5. Ucnons3ys nporpammy «PPUL] — Menemkep cepTu(rkaToBy yCTAaHOBUTE KOPHEBOH cepTudukar
nentpa ceprudurarum ['VII «PPUL» (Rric Root CA.cer) B karanor «JloBepeHHbIC KOPHEBBIC IICHTPHI
cepTH(UKAIMU» TaK, KaK 3TO OMUCAHO B pa3zene «/{nanmoroBoe okHO UMIIOpTa cepTU(hUKaTay CIpaBKH
MIPOrpaMMBl.

6. HUcnons3ys nporpammy «PPUL] — Menemkep cepTu(rukaToBy yCTAHOBUTE MMPOMEKYTOUHBIH
ceprudukar nentpa ceprudurarnuu I'VII «PPUL» (Rric Secured CA.cer) B karainor «I[IpomMexyTodHbIe
LIEHTPbI cCepTU(UKALIUN» TaK, KaK 3TO OMKCAHO B pa3fele «/luanoroBoe okHO UMIIOpTa cepTU(UKATA»
CIIPAaBKH MPOTPaMMBI.

Bapuanm 2

7. 3arpys3uTe 10 CChUIKE apXUB ¢ HEOOXOAUMBIM HA0OpOM cepTU(UKATOB AJIsl YCTAaHOBKU. J[aHHBIN apXuB
coJIepKUT KOpHEBOM cepTudukar nentpa cepruduranuu ['VII «PPUL» (Rric Root CA.cer),
MpOMeXyTOuHbIHN cepTrdukar neHtpa cepruduxanuu ['YIT «PPUL» (Rric Secured CA.cer),
cepTuduKat ¢ oTKpbIThIM KiIt0uoM ['YP «PPULl» (RricManager.cer), yTuinTa yCTaHOBKU CEpTH(PHUKATOB
«RRIC_Sertlnstall.exe» u ckpunt yctaHoBku cepTuduxaToB «cert install.baty.

8. PacmakyiiTe apxuB B JIFOO0H HECHCTEMHBII KaTaJIOT Ha TUCK JIOKAJILHOTO KOMITHIOTEPA.

9. 3amyctute yrunuty ycraHoBkH ceptugukatoB «RRIC SertInstall.exe.

Bapuanm 3

1. 3arpy3ute 1o cchbulke apXUB C HEOOXOIUMBIM HAOOPOM CEPTHU(PUKATOB /711 YCTAaHOBKU. /[aHHBIN apXuB
COZEPKUT KOpHEBOM cepTudukar renrpa ceprudukanuu I'VII «PPULL» (Rric Root CA.cer),
MPOMEXYTOUHBIN cepTrdukar neHtpa cepruduxanuu ['YIT «PPUL» (Rric Secured CA.cer),
cepTuduKaT ¢ oTKpbITEIM KiItouoM ['YP «PPULl» (RricManager.cer), yTuinTa yCTaHOBKU CEpTH(PHUKATOB
«RRIC_Sertlnstall.exe» u ckpunt ycraHoBku cepTudukaToB «cert install.baty.

2. PacnakyiiTe apxuB B JIF0001 HECHCTEMHBII KaTajor Ha IUCK JIOKATBHOTO KOMITBIOTEpA.

3. 3amycrtute KoHCOIL Windows ¢ mpaBaMu aIMHHHCTPATOPa KOMITBIOTEpa OJTHUM U3 CIIOCOOOB.


https://rric.org/FizLica/Software.aspx?file=~/files/download/rric_cert/rric_cert_setup.zip
http://rric.org/files/download/rric_cert/rric_cert_setup.zip
https://rric.org/FizLica/Software.aspx?file=~/files/download/RRIC_CERT_MANAGER/setup.exe
https://rric.org/FizLica/Software.aspx?file=~/files/download/rric_cert/rric_cert_setup.zip
http://rric.org/files/download/rric_cert/rric_cert_setup.zip
https://rric.org/FizLica/Software.aspx?file=~/files/download/rric_cert/rric_cert_setup.zip
http://rric.org/files/download/rric_cert/rric_cert_setup.zip

3.1. Haxxmure kHomky «Ilyck», nepeitaure B pazuen «CiaykeOHbIE MPOrpaMMbl», KITMKHUTE MTPaBOH
KHOIKOHM MBIIIN Ha HKOHKe «KoMaHHas CTpOKay, U3 KOHTEKCTHOTO MEHIO BHIOEpUTE IYHKT
«/lononanuTenpHO->3anycK OT UMEHHU aIMUHHUCTPATOPa». B OTKpBIBIIEMCS OKHE KOHCOJIM BBEAUTE
KoMaHAy «cd myTh K _KaTaJory M3 INyHKTa 2». Haxwmurte kiaBuiry «Enter».

3.2. Haxxmure knonky «Ilyck», BBenuTe ciioBo «cmd», B BEpXHEW CTPOKE CIUCKA MOSIBUTCS ITYHKT
«KomaniHas cTpokay, KIMKHUTE €ro MPaBoi KHOMKOM MBI, U3 KOHTEKTHOTO MEHIO BBIOEpUTE
BbIOEpUTE MMYHKT «3aMycK OT UMEHHU aIMHHUACTPATOPa». B OTKpBIBIIEMCS] OKHE KOHCOJIM BBEIUTE
KoMaHAy «cd myTh K _KaTaJlory M3 INyHKTa 2». Haxxmute kiaBuinry «Enter.

4. Tlocne nmepexoza B Katajor, BBeAUTe koMaHy «cert install». [lanee Haxkatp knaBuiry Enter.

Bapuanm 4

1. 3arpysute 1o cchblIKe apXUB ¢ HEOOXOJUMBIM HAOOPOM cepTU(UKATOB JUIsl yCTAaHOBKH. JlaHHBIN apXuB
COZEPKUT KOpHEeBoM cepTudukar uenrpa ceprudukanuu I'VII «PPUL» (Rric Root CA.cer),
POMEXyTOUHBIN cepTudukaT nentpa cepruduranuu I'YII «PPUL (Rric Secured CA.cer),
ceptudurar ¢ oTkpbrITeiM Ki1F090M ['YP «PPULl» (RricManager.cer), yTuimTa yCTAaHOBKU CEPTH(PHUKATOB
«RRIC_Sertlnstall.exe» u ckpunt ycraHoBku cepTudukaron «cert install.baty.

2. PacnaxyiiTe apxuB B 110001 HECUCTEMHBII KaTaJIOr Ha AUCK JOKaJIbHOTO KOMIIBIOTEPA.

3. VYcranoBute kopHeBoi ceprudukat uentpa ceprudukanuu I'YII «PPUL». {ns storo:

3.1. 3amycture (aiin «Rric Root CA.cer». Ha 3xpane MOHUTOpPA TOJIKHO TOSIBUTHCS CIEAYIOIIEE OKHO.

% Ceptudukar X

Obwwre Cocras MyTb cepTudMKaLImM

g; Ceenennn o cepruwduxkare

37oT cepTwdnKaT NnpegHasHavaeTca Ona:

* Bce NOAMTUKK Bblaa4M
* Bce NoAMTUKKM NPUMEHEHWA

Komy Bbigan: RRIC Root CA

Kem Boigan: RRIC Root CA

Aeicteutenen ¢ 16.09.2014 no 16.09,2039

YCTaHOBWUTL CEPTUOMKAT... 3anABneHUe NOCT 3BLUMKS



https://rric.org/FizLica/Software.aspx?file=~/files/download/rric_cert/rric_cert_setup.zip
http://rric.org/files/download/rric_cert/rric_cert_setup.zip

3.2. Haxxmure KHONKY «Y CTaHOBUTH cepTH(UKATY. JI0IKHO MOSBUTHCS OKHO MacTepa UMIIOpTa
cepTuduKara.

£* Macrep nmnopTa ceptudukaTos

Macrep umnopra ceptudpmnkaTos

31oT MacTep NOMOraeT KonMpoBaTh CEPTHMBYH, CNUCKK A0BEPUA U CNUCKK 0T3bIBa
CepTUOUKATOB C NOKANBHOMD ANCKA B XPaHUNMLLE CEPTUDUKATOB.

CepTHUKAT, BblaaHHDI LIEHTPOM CEpTUOUKALIM, ABNAETCH NOATEEPKAEHNEN BalUeH
NU4HOCTH W COAEPKUT MHBOPMALUID, HEOBXOAMMYIO ANS 3ALUMTEI AaHHBIX MMM
YCTEHOBNEHMA 3ALUMWLEHHDIX CETEBbIX NOAKMIOYEHMIA. XpaHUIMWLE CepTUPUKATOB —
370 06nacTb CACTEMBI, NPEAHA3HAYEHHER ANS XPAHEHNS CEPTUDMKATOB,
PacnonoxeHne XpaHunmwua
(® Texywit nonb3osatens

(O NoxansHeit KoMnbIOTEp

AR NPOAOIKEHUA HAXXMUTE KHONKY “Aanee”,

Ormens

3.3. B pa3nene «PacmonokeHne XpaHWIHIIay BHIOEPUTE MyHKT « TeKyIIN MOIb30BaTelNb) U HAKMHUTE
KHOTIKY «/lanee». [TosBuTCS cremyromee OKHO MacTepa.

€ &% Mactep umnopTa ceptudmkatos

Xpanwnmuie ceprudmukatos

XpaHUMMLLA CepTUNKATOB - 3TO CUCTEMHBIE 06MacTH, B KOTOPBIX
XPaHSATCA CepTUPMKATLI.

Windows asToMaTH4ecky BoibepeT XPaHUNMLLE, MMM Bbl MOXETE YKa3aTb
pacnonoXeHue CepTUdUKATA BPYYHYIO,

(O AsToMaTHIECM BEIBPATS XDEHANMLLE Ha 0CHOBE TN CEpTUMKaTE
@ MoMecTUTL BCe CepTUOMKATLI B CNEAYIOWEE XPaHUIULLE
Xparmnuwe cepTuduKaTos:
I 0b30p...

Ormexa




3.4. Haxxmute kHonky «O030p...»

Bbibop xpaHuauwa ceptudukara X

BoibepuTe xpaHunuue cepTUdUKETOB, KOTOPOE Bbl

XOTUTE MaNONb30BaThb.

-{ | Imaroe ~
M [l oBepeHHbIE KOPHEBLIE LIEHTPbI cepTid
-] [osepuTenbHbie OTHOWEHIS B NPeanpy
7] MpOMEXYTOUHBIE LEHTDLI CEPTUAUKALIA
----- | OfbexT nonbsosaTens Active Directory

LT NARSNSHHKS MIAATEMA

< >

[Jnokasate dmsmueame xparmmmua

OK OTMeHa

3.5. Bribepute myHKT «/l0BepeHHBII KOPHEBBIE IEHTPHI CEPTUPUKAIIINI» KaK MIOKAa3aHO HA PUCYHKE
BBIIIE U HAKMHUTE KHOTIKY «OK».

& L% Macrep umnopTa cepTudukaTtos

Xpaunnuuie ceprudukaros

XpaHUMILE CEPTUHUKATOB - 3TO CUCTEMHBIE 0BNaCcTH, B KOTOPLIX
XPaHATCH CepTMdNKATHI.

Windows asToMaTH4ECKM BEIDEPET XPEHUMMLLE, MM Bbl MOXETE YKa3aTb
PaCcronoXeHne cepTUdUKaTa BPYHHYIO.

(O AsToMaTHeCKM BEIBPaTE XPAHMNMLE Ha OCHOBE THNa cepTUdMKaTa
(®) NoMecTuTs BCe CepTUAMKATDI B CNEAYIOWES XPaHUIMLLE

XpaHunuuLe cepTUPUKATOB:
IAosepeHHble KOPHEBLIE LEHTPbI CepTUdMKALIM ] r O630p... ]

[ e




3.6. Haxxmure knomky «Jlaneey.

| € £* Macrep umnopra cepTudukaros

3aBeplieHne MacTepa MUMNopTa cepTUPMKaToB

CepTudmkaT GyaeT MMNOPTUPOBaH NOCHE HAXKATUA KHOMKK ToToso™.

Bbik yKa3aHbl CNea yiowme napamMeTpbi:

Xparunmuie cepTuduKaTos, BoibpaHHoe nonbsosaTenes [l SR T STy
Coaepxumoe CepTudmkaT
< >

| foroso | | Ormena

3.7. Haxwmure kHomky «I'0TOBO». Ha sKpane mosBUTCS cienyromee yBeIOMICHHUE.

MpeaynpexaeHue cuctembl HesonacHocTu

ByAET yCTaHOBAEH CEPTUPUKAT OT LEHTPE CEPTUDMKALININ
(UC), npeacrasnaowmin:

RRIC Root CA

Windows He yaaeTca NpOBEPUTh, H4TO CepTUdMKAT
AencreuTensHo noay4ed ot "RRIC Root CA™, O6paTtuTecs K
"RRIC Root CA" gna noATEEpPXAEHWA NPONCXOXAEHNA
cepTudukarta. B xoge 3Toro npoyecca sBaMm NPUroguTca
CNeayioLEe SHAYEHMNE:

Otnevatok (shal) : 804B680F 850A9840 S004EBAT AE415DAC
D0074D15

MpeaynpexaeHune:

Ecnu Bbl yCTAHOBWTE 3TOT KOPHEBOMW cepTudmkaT, Windows
BYAET aETOMATHUYECKKW JOBEPATE NIDBOMY CepTUdUKATY,
BblgaHHoMy 3tum LIC, YcraHoBeka cepTudmkara ¢
HEMOATEEPHAEHHEIM OTNEYAaTKOM NPEeACTaBNAET PUCK Ana
6esonacHo T, Ecan Bol HaxmeTe kHonky “Ja’, Bbl
NPUHWMAETE Ha (868 3TOT PUCK,

Bbl XOTUTE YCTAHOBWMTL 3TOT CEPTUHUKAT?

Ada I Het I




3.8. Haxxmure kHoTKy «Jlay. [Tocie yero Ha skpaHe MOSBUTCS yBeIOMJIEHHE 00 YCTICIITHONW YCTaHOBKE
cepTudUKaTa.

Macrtep nmnopta cepTupukaTos X

0 MMNopT yCnewHo BeINOAHEH,

3.9. Haxxmure kHOTIKY «OK» nBask b

YcranoBute MpoMexxyTouHbld cepTrdukar nenrpa ceprudukanuu I'YIT «PPULy. Jlnsg aToro 3amycture
¢aiin «Rric Secured CA.cer» u moBTopure maru ¢ 3.1. mo 3.6. Ha mare 3.5. BeIOepuTe MyHKT

«[IpomexxyTOUHBIE IIEHTPBI CEPTUPHUKALTUNY.

YcranoBure ceptudukat ¢ orkpbIThiM KitouoM ['VII «PPULLy». st sToro 3anycrute daitn
«RricManager.cer» u moBTopure maru ¢ 3.1. mo 3.6. Ha mare 3.5. BpiOepute myHKT «JImanoE».



